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JSC, Energoatom — the National Operator
of Nuclear Power Plants in Ukraine:

- Khmelnytskyi NPP

- Rivhe NPP

- South Ukraine NPP

- Zaporizhzhia NPP (since 2022 temporarily
occupied by Russia)

Energoatom secures over 55% of overall Ukraine’s
electricity consumption

Appr. 35,000 manpower

Nuclear energy presently forms the backbone of
Ukraine’s power generation within wartime

Key role of nuclear power plants within the country’s
energy resilience has increased significantly

Thanks to nuclear generation, Ukrainians still have
electricity

development of nuclear energy sector is a strategic
priority enshrined in Ukraine’s Energy Strategy upto
2050 and international commitments to reduce
national carbon emissions


https://energoatom.com.ua/en/about
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Russia’s Disinformation Objectives in the
Nuclear Energy Domain

Undermine public trust to safety and security of Ukrainian NPPs

Provoke public panic and fear

Compromise JSC, Energoatom as an manageable and reliant agency

Undermine confidence among international partners

Devalue cooperation between Ukraine and the IAEA and other international institutions



The ramp up
disinformation forced
Energoatom swiftly learn
to detect, analyze, and
debunk malign influence
operations

Our team is currently monitor and
anlyse Russian disinformation

narratives, which can be tentatively
clustered as follows:

« Abandon Russian nuclear fuel import and
localization of production of required for NPPs
equipment and components

« Apocalyptic and emergency scenarios at
Ukrainian nuclear power plants

« Compromisig of public agencies and managerial
decisions in the field of nuclear energy

« Situation with nuclear safety and security at the
temporarily occupied Zaporizhzhia Nuclear
Power Plant



Case Study #1: Phasing out Russian
Monopoly on Nuclear Fuel Supply.
International practices in nuclear
fuel supply diversification.

« Even before the full-scale Russian invasion to Ukraine,the Energoatom launched
cooperation with Westinghouse Electric (USA) to diversify fuel supply and equipment
manufacturinﬁ for VVER-type nuclear reactors (as an alternative to Rosatom Corp.).
Since 2022, this partnership has intensified, breaking Russia’s monopoly on nuclear
fuel and technologies.

« Energoatom, in collaboration Westinghouse, designed and certified nuclear fuel rods
sets for VVER-440 reactors. This fuel has been successfully loaded and commissioned
in the Rivne NPP reactors since September 2023.

Fuel for VVER-1000 reactors was also developed and has been used, and is still
laoded in some reactors at the Zaporizhzhia NPP. Along with Ukraine, the Czech
Republic, Bulgaria, and Finland have also drifted to replace Russian TVELSs (fuel rods
sets).

« The Energoatom production facilities have successfully localized and ramped up the
manufacturing of necessary equipment and components for Ukrainian nuclear power
plants




Almost immediately
after the loading of
American-origin nuclear
fuel at the Rivhe NPP, an
avalanche of fakes and
disinformation about
radiation leaks flooded
Ukrainian media
domain. The following
narratives amplified in
the information space:

"Russians designed and built up
NPPs in Ukraine, so using
American fuel without Russia's
approval could lead to a nuclear
disaster"

"Problems with American
Westinghouse fuel have revealed
at the Rivhe NPP"

"Residents of the Rivne region
should prepare for the worst — a

possible radiation accident at the
NPP"




Case Study #2: "New Chernobyl” Narrative. Apocalyptic and

Emergency Scenarios at Ukrainian NPPs
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Russian propaganda effectually utilizes state-of-the-art
IT-technologies — Large Language Models (i.e., Al) for
generation of media content that compromises
Ukraine’s nuclear sector and its international reputation
as predicted and reliant partner.

Analysis of the source's meta-data and its content
immediately reveals hints of a malicious influence
operations:

* A huge volume of videos (over 30,000 clips)

* The Ukrainian audio tracks contain linguistic errors,
illogical, and contradictory statements.

* Primarily appeals to the emotional aspects of
Ukrainian YouTube users (clickbait headlines, rapid
video cuts, Al-generated voiceovers designed within
the format of "heard-horrified-shared" reaction).



Case Study #2: "New Chernobyl” Narrative
Apocalyptic and Emergency Scenarios at Ukrainian NPPs
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Russian propaganda rapidly adapts to information events.

After the barbaric 2024 strike on Dnipro with "Oreshnik“-type
ballistic missile, a mass distribution of identical messages about
"explosions and radiation leaks" at the Rivhe NPP began through
dormant accounts and "exotic" groups in the Ukrainian segment
of Facebook, as well as in chats of Ukrainian online marketplaces
for selling of second-hand stuff. This pseudo-news was supported
' [remmig s ’ Lotk by last year's photos from a warehouse fire in Tashkent

Riv i :
LLloHo BMbyx Ha Pisnercoki AEC! Enepro6aoku Bci | Brmie, o
et ZpekKistan).

A similar influence operations were launched several times
throughout 2024 with no even signle significant modifications.




Case Study #3: Exploiting Ukraine's
Socio-Political Issues

+Clickbait headlines and manipulation of facts
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«“Zero patient" publications: pressing on socio-political problems in Ukraine (corruption, impunity in
government bodies, mobilization, energy, utility tariffs)

*Absence of comments under “breaking insights" — a trash site for the initial dissemination of
disinformation online

N . o . . . . . . (\erepro
sLinguistic analysis of the text indicates signs of machine translation from Russian, while semantic A
and stylistic analysis reveals a deliberate promotion of destructive narratives that appeal to readers'
primitive emotions and provoke aggressive reactions (frequent use of phrases like "energy crisis,"
"complete liquidation,"” "total corruption," "tariff increases," etc.)
*Complex configuration of the disinformation message — well-known facts about Ukraine's nuclear
energy are intertwined with manipulative tools (presented in "Ukrainian" language, fake Energoatom
letter, reinforcing manipulative claims with hyperlinks to other negative publications)

*Dissemination of similar text, but modified using Al
*Meta-data: language tag - lang="ru-RU" and name="yandex-verification" tag with a unique code

content="3aa797f25dfd45fb" to improve the site's visibility in the Yandex search engine, especially for
the Russian segment of the web.
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Case Study #4 Electricity sales abroad in the
context of Russia's general disinformation
campaign regarding the energy situation in
the country

Analysis of the Fake Letter:

* The original source's account on social media platform X is not verified, meaning
it's anonymous, and its content is anti-Ukrainian and provocative.

» The text of the "letter" contains obvious lexical and grammatical errors not
characteristic of native Ukrainian speakers.

+ The text is placed on a makeshift "letterhead" of the Company, where the official
address contains a typo, indicating the forgers manually typed this part of the
letterhead.

* The acting chairman of the board's signature is forged.

* The head of Energoatom does not send official correspondence to foreign
government bodies, as this violates ethics and rules of international business
correspondence.

» Errors in the official name of the Company and the position of its head: at the end
of 2023, it was transformed from a "state enterprise” into a "joint-stock company"
with a "chairman of the board" at its head, not a "president."
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Llim ancrom HAEK «Encproatosy niarnepaxye cnok rorosicrs 3 30 sepnus
2024 poxy NPHCTYIHTH A0 BHKOHAHHN AOBIOCTPOKOBOIO KOHTPUXTY 3 MOCTABOK
enexrpoenepril y Hoabmy 3 eneproGaoxis Nel i Ne2 Xwe: i AEC.

3anesmocmo Bac, mo nicas ananizy npopeaenix 3axoMin MOAO NPOAOKEEHAS TEPMIHY
excruryaTanii - emeproGaoxy Nel Xmemammnxoi AEC Jlepwasiow  increxmioo
AACPHOIO perymosanns Vxpainn Gys Ounaennil BHCHOBOK 1PO BLICY THICTI noTpebn B

P i 1 PEILKYBILHOTO  DEMOHTY  eHeprobioxy.
Jnificnenns miaroTosx podir 3 10 keivie no 28 rpani 2024 poxy OyAo RHIRARO
NOCTUTHIM s 0 GyHKuUioly PeaKTOpY ¥ noMaa npoexTHi Tepain.
TaxpM 9HHOM HA MOMCHT HO4ATKY N0CTABOX wiekTpoeHepril M rapantyemo Geaneune
a crabinbae GynxiionysaHus Ihox encprobnoxis Xmemsunmnkoi AEC.

TAKOA MM BLUKICMO BAAUIHRHM  poamisTi cymnind Bawmx xoner wmono
paTHocT] Xmensuuusxol AEC supoGastn enexrp privo B y of'emi ax
nocrasox v Moasuty. [l Geanepebiitioro 3ab 15 P PrICIO TIONBCHKHX
cnoxusadis MinicTepersoM eHepreTHKH Ta BYrianyol npomuciosocti Yxpaium Gyno
NPRITHATO OCTATOYHE PilleHny BiaIMKYTH 182 exeprobaoki Xuensuuuskol AEC Gyne
MORGICTIO NIEPCOPICHTORANO HA EKCNIOPT EACKTPOCHEPTTT,

3 mosarow,

«Eneproatos» Tierpo KOTIH

Minister
Klimatu i Srodowiska

16.08.2024r.
Szanowna Pani Redaktorko,

bardzo dzigkujemy za podejmowanie tematu dezinformacji - waznego dla bezpieczerstwa i
zachowania standardow demokratycznych w debacie publicznej

Polska jako kraj nie nabywa energii elektryczne - rynek energii elektrycznej nie funkcjonuje w taki
sposob. Natomiast kwestie umoéw pomigdzy uczestnikami rynku objete sq zasadami poufnosci.



Countermeasures Against Russian Disinformation In
The Field Of Nuclear Energy:

« Automated, ongoing media monitoring and vulnerability detection
* Prompt fact-checking and debunking

« Educational initiatives at high school and university levels
 Public information campaigns targeting different audiences

» Coordination with partners to curb disinformation spread



Resilience — IS a shared endeavor
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